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From the desk of Principal 24

It gives me immense pleasure to announce that KV No 1 AFS [
Sirsa is going to publish e-book of the activities conducted
under Cyber Jaagrookta Programme observed on first

Wednesday of every month commenced from 6™ October 2021.

The program was mainly focused to sensitise the students, teachers and other
stakeholders of the Vidyalaya about Cyber Crimes, forgery from mobile
devices, safe usage of Digital platforms, browser security, debit / Credit Card

frauds etc.

This e-book witnesses the sincere efforts of our students and teachers to
make the Cyber Jaagrookta campaign a huge success. All the activities

conducted as per the calendar provided by KVS( HQ) in letter and spirit.

| would recommend that such programmes should be continued to sensitise

more and more people to defend themselves against Cyber Crime.

With Best wishes!

Keep yourself and your family safe in Tech driven world.

Virender Singh
Principal
KV NO 1 AFS Sirsa
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CYBER SECURITY AWARENESS

PROGRAM
INTRODUCTION TO CYBERCRIMES.
KINDS OF CYBERCRIMES : PHISHING,
IDENTIFY THEFTS , CYBER STALKING,
CYBER OBSCENITY , COMPUTER VANDALISM,
RANSOM WARE, IDENTITY THEFT
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CYBER SECURITY AWARENESS

PROGRAM
INTRODUCTION TO CYBERCRIMES.
KINDS OF CYBERCRIMES : PHISHING,
IDENTIFY THEFTS , CYBER STALKING,
CYBER OBSCENITY , COMPUTER VANDALISM,

RANSOM WARE, IDENTITY THEFT

What is cyber crime ?

cybercrime, also called computer crime, the use of a computer
as an instrument to further illegal ends, such as committing
fraud, trafficking in child pornography and intellectual
property, stealing identities, or violating privacy. Cybercrime,
especially through the Internet, has grown in importance as
the computer has become central to commerce,
entertainment, and government.

Because of the early and widespread adoption
of computers and the Internet in the United States, most of the
earliest victims and villains of cybercrime were Americans. By
the 21st century, though, hardly a hamlet remained anywhere
in the world that had not been touched by cybercrime of one
sort or another.

v" Identity theft and invasion of privacy
v Internet fraud
Typesof ¥ ATMfraud
cybercrime ¥ Wire fraud
v" File sharing and piracy
v" Child pornography

06-3FgaR-2021, TUAR
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CYBER SECURITY AWARENESS

PROGRAM
INTRODUCTION TO CYBERCRIMES.
KINDS OF CYBERCRIMES : PHISHING,
IDENTIFY THEFTS , CYBER STALKING,
CYBER OBSCENITY , COMPUTER VANDALISM,
RANSOM WARE, IDENTITY THEFT

What Is Cyber Vandalism?

Cyber vandalism is damage or destruction that
takes place in digital form. Instead of keying
someone's car, cyber vandals may deface a website
(such as Wikipedia), create malware that damages
electronic files or elements that interrupt its normal
utilization, or remove a disk drive to disable a
computer system.

Unlike digital espionage, where the
purpose is to steal and misuse data, digital
vandalism only seeks to damage, destroy, or disable
data, computers, or networks. Cyber vandalism can
impact businesses drastically, including the ability
of your customers to access services as well as
financial loss or impact to your brand or reputation.
In the next section, we'll highlight some common
forms of vandalism that cyber criminals may
undertake.

06-3FgaR-2021, §UAR




. H4 [ATed ®.-1, I 991 =S, R 7

m KENDRIYA VIDYALAYA NO.1, AIR FORCE STATION, SIRSA aqaqﬁaqa

\J\ ﬁ"r- I"'

CYBER SECURITY AWARENESS

PROGRAM
INTRODUCTION TO CYBERCRIMES.
KINDS OF CYBERCRIMES : PHISHING,
IDENTIFY THEFTS , CYBER STALKING,
CYBER OBSCENITY , COMPUTER VANDALISM,
RANSOM WARE, IDENTITY THEFT
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Vijay Kumar Computer IE DIVANSHU RAJ GUPTA
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CYBER SECURITY AWARENESS
PROGRAM

SPOTTING FAKE APPS AND FAKE NEWS ON
SOCIAL MEDIA AND INTERNET( FAKE EMAIL
MESSAGE, FAKE POST , FAKE WHATSAPP
MESSAGE, FAKE CUSTOMER CARE/TOLL
FREE NUMBERS, FAKE JOBS.

Generic greew\g or vFrom" email address
no gfee““g ata o is not Ofﬁc

Manager <manager@fakeco: .com>

§un 1220202010 038 PM
wme v

Hover your mouse
o reveal misteading
URL hyper\mks

\
Request for persond
\ni?xmat\o“ over emall

Buttons with hypemnks
) unfaml\laf webpages

spelling and
grammar mistakes
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CYBER SECURITY AWARENESS
PROGRAM

SPOTTING FAKE APPS AND FAKE NEWS ON
SOCIAL MEDIA AND INTERNET( FAKE EMAIL
MESSAGE, FAKE POST , FAKE WHATSAPP
MESSAGE, FAKE CUSTOMER CARE/TOLL
FREE NUMBERS, FAKE JOBS.

What is fake news ?

Fake news stories use technology and social media to look like
proper news sites. Organisations and political groups may
target you with ads that look like the news. While hackers use
bots, bits of software, to create multiple social media
accounts and use those to spread disinformation. This can
make a false story seem real, simply because it looks like it
has been shared by so many people.

Fake social media posts and accounts help make
misinformation viral. Sometimes this is then reported as fact
by real journalists. When it becomes the news, the line
between fact and fiction becomes blurred.

Fake news presents strong, often prejudiced opinions, as fact.
It can also direct these opinions to those most likely to agree
to reinforce them. This so-called “echo-chamber” effect is
made worse by algorithms, clever bits of software, which
encourage you to read material similar to what you are already
sharing. Hackers often hack or manipulate these algorithms.

03-9dHR-2021, §YUARR
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CYBER SECURITY AWARENESS

PROGRAM

SPOTTING FAKE APPS AND FAKE NEWS ON
SOCIAL MEDIA AND INTERNET( FAKE EMAIL
MESSAGE, FAKE POST , FAKE WHATSAPP
MESSAGE, FAKE CUSTOMER CARE/TOLL
FREE NUMBERS, FAKE JOBS.

KENDRIYA VIDYALAYA NO.1, AIR FORCE STATION, SIRSA aqanﬁaqa

WHAT IS FAKE WHATSAPP MESSAGE ?

WhatsApp tips: Tips to identify fake messages
WhatsApp recently introduced several new
features to control the spread of information on its
platform. Today, we will discuss all of them and
provide some tips to identify false messages.

* Understand when a message is forwarded
*» Check photos and media carefully

*» Look out for messages that look different
s Verify information before forwardina
% Group Privacy Settings

+» Avoid scams

< Report them whatsAPP

*» Block the person

03-qHR-2021, JUdRR
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CYBER SECURITY AWARENESS
PROGRAM

SPOTTING FAKE APPS AND FAKE NEWS ON
SOCIAL MEDIA AND INTERNET( FAKE EMAIL
MESSAGE, FAKE POST , FAKE WHATSAPP
MESSAGE, FAKE CUSTOMER CARE/TOLL
FREE NUMBERS, FAKE JOBS.
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CYBER SECURITY AWARENESS

PROGRAM
INTERNET ETHICS, INTERNET ADDICTION,
ATM ScAamSs, ONLINE SHOPPING THREATS,
LOTTERY MAILS/SMS.

01-feavaR-2021, YR
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CYBER SECURITY AWARENESS

PROGRAM
INTERNET ETHICS, INTERNET ADDICTION,
ATM Scams, ONLINE SHOPPING THREATS,
LOTTERY MAILS/SMS.
What is Internet Ethics?

Internet ethics is a really broad term. It basically
refers to the analysis of the role that the internet
plays in what philosophers call the development of
the good life - the kind of life that we want for
ourselves, for society over all, the kinds of people

we want to be. Is the internet playing a positive role
in the development of that kind of life or is it
hampering us in some way?

And there are a lot of issues that fall under that
umbrella. Everything from the role that social media
plays in the creation of human relationships, to
privacy, to net neutrality, to the whole question of
who has and doesn't have access to the internet, to
the development of the big data ecosystem, the
kind of data that's collected, by whom and about
whom, and for what purposes. There are a variety
of questions that fall under that term and
increasingly new questions because the internet
has some connection to every aspect of our lives.

01-feavaR-2021, YR
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CYBER SECURITY AWARENESS

PROGRAM
INTERNET ETHICS, INTERNET ADDICTION,
ATM ScamSs, ONLINE SHOPPING THREATS,
LOTTERY MAILS/SMS.
Online Shopping Security Threats and
How to Avoid Them

Online shopping is a convenient way to buy
consumer items, but it's far from risk-free.

photo of someone shopping online

Online shopping is one of the perks of
modern society. Once you have an internet
connection, you can buy just about anything
from the comfort of your home without
losing a sweat.

But cybercriminals are working to strip
shoppers like you of your hard-earned
money. Do you ditch online shopping
because of them? That'd be a stretch. You
can go about your business by taking the
necessary precautions to stay safe.

01-feavaR-2021, YR
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CYBER SECURITY AWARENESS

PROGRAM
INTERNET ETHICS, INTERNET ADDICTION,
ATM ScAamSs, ONLINE SHOPPING THREATS,
LOTTERY MAILS/SMS.

Online Shopping Security Threats
. Unencrypted Data
. Adware
. Identity Theft
. Fake Online Stores
. Data Breaches
. Unsecured WiFi

How to Protect Yourself from Online
Shopping Security Threats

. Update Your Browser and Operating System

. Use Powerful Antivirus/Anti-Malware Software
. Avoid Using Debit Cards

. Implement Script Blockers

. Steer Clear of Unsecured Websites

. Use a Virtual Private Network (VPN)

01-fdataR-2021, §UAR
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CYBER SECURITY AWARENESS

PROGRAM
INTERNET ETHICS, INTERNET ADDICTION,
ATM Scams, ONLINE SHOPPING THREATS,
LOTTERY MAILS/SMS.
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To avoid an infinity mirror, don’t share your entire screen or browser window. Share
just a tab or a different window instead.
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CYBER SECURITY AWARENESS
PROGRAM

MOBILE CONNECTIVITY
SECURITY ATTACKS
( BLUETOOTH , WIFI,
MOBILE AS USB)

KEEPING YOURSELF
AND
YOUR FAMILY SAFE
IN A TECH DRIVEN
WORLD

05-Sa31-2022, §UAR
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CYBER SECURITY AWARENESS
PROGRAM

MOBILE CONNECTIVITY
SECURITY ATTACKS
( BLUETOOTH , WIFI,

MOBILE AS USB)

Typical impact of attacks against Mobile
Phones:

* Loss of user's personal Information/Data, stored/transmitted
through mobile phone.
Privacy attacks which includes the tracing of mobile phone
location along with private SMSs and calls without user’s
knowledge.

Loosing control over mobile phone and unknowingly
becoming zombie for targeted attacks.

Don'ts:-
* Never leave your mobile device unattended.

Turn on applications [camera, audio/video players] and
connections [Bluetooth, infrared, Wi-Fi] when not in use to
avoid security issues.

Never allow unknown devices to connect through Bluetooth.

Never keep sensitive information like user names/passwords
on mobile phones.

Never connect to unknown networks or untrusted networks.

05-ST1a%1-2022, UAR
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BER SECURITY AWARENESS
PROGRAM

PRi\iiNTIVE MEASURES TO BE
EN IN CYBER

SPACE
REPORTING OF CYBER CRII:IIE

Under The Information
Technology Act, 2000

(OFFENCES - 66. Hacking with
computer system-

(1) Whoever with the Intent fo cause or knowing
that he is likely 10 caise Wrongful Loss o
Damage 1o the public or any person Destroys or
Deletes or Alters any Information Residing in @

Computer Resource or diminishes 113 value or
ility or affects injuriously by any means,

-ommits hack
king shall be punished with imprisonment Up 10 three years.

tend up 10 WO lakh rupees, OF with be

2) Whoever commits hac
or with fine which may €x

02-RaR-2022, §UAR
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CYBER SECURITY AWARENESS
PROGRAM

PREVENTIVE MEASURES TO BE
TAKEN IN CYBER SPACE,
REPORTING OF CYBER CRIME.

What is cybercrime?

Cybercrime is a broad term that is used to define
criminal activity in which computers or computer
networks are a tool, a target, or a place of criminal
activity and include everything from electronic
wracking(gcdl) to denial of service attacks. It is a
general term that covers crimes like phishing, Credit
card frauds, bank robbery, illegal downloading,
industrial espionage, child pornography, kidnapping
children via chat rooms, scams, cyberterrorism,
creation and or distribution of viruses, spam and so
on. It also covers that traditional crimes in which
computers or networks are used to enable the illicit
activity. Cyber crime is increasing day by day,
nowadays it has become a new fashion to earn money
by fraud calls or to take revenge through hacking
other accounts.

02-TRas1-2022, §UAR
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CYBER SECURITY AWARENESS
PROGRAM

PREVENTIVE MEASURES TO BE
TAKEN IN CYBER SPACE,
REPORTING OF CYBER CRIME.

Crimes against
persons

1.Cyber-Stalking (JT3eR UIST)
2.Dissemination of Obscene Material
(3Rl Ul BT TR )
3.Defamation (HHENA )

4.Cracking

5.E-Mail + SMS Spoofing
6.Carding

/.Assault by Threat

02-TRas1-2022, §UAR
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CYBER SECURITY AWARENESS
PROGRAM

PREVENTIVE MEASURES TO BE
TAKEN IN CYBER SPACE,
REPORTING OF CYBER CRIME.

02-TRas1-2022, §UAR
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CYBER SECURITY AWARENESS
PROGRAM

ANNUAL
EXAMINATION TIME
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CYBER SECURITY AWARENESS
PROGRAM

SEMINARS
ON CYBER SECURITY
AWARENESS

How to protect yourself against cybercrime

“*Use a full-service
internet security suite
‘*Use strong passwords
‘*Keep your software
updated
“*Manage your social
media settings
“ Strengthen your home
network
Ministry of Electronics & <* Talk to your children
Information Technology about the internet
Government of India  <s»Keep an eye on the kids

06-3M0d-2022, §UAR
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CYBER SECURITY AWARENESS
PROGRAM

SEMINARS
ON CYBER SECURITY
AWARENESS
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CYBER SECURITY AWARENESS

PROGRAM
SEMINARS

ON CYBER SECURITY
AWARENESS
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CYBER SECURITY AWARENESS
PROGRAM

POSTER MAKING / SLOGAN WRITING
ON CYBER SECURITY
AWARENESS
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KENDRIYA VIDYALAYA No.A,
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CYBER SECURITY AWARENESS
PROGRAM

POSTER MAKING / SLOGAN WRITING
ON CYBER SECURITY
AWARENESS
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CYBER SECURITY AWARENESS

PROGRAM
POSTER MAKING / SLOGAN WRITING
ON CYBER SECURITY
AWARENESS
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CYBER SECURITY AWARENESS
PROGRAM

POSTER MAKING / SLOGAN WRITING
ON CYBER SECURITY
AWARENESS
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CYBER SECURITY AWARENESS
PROGRAM

SHORT STORIES / ESSAYS WRITING ON
CYBER SECURITY AWARENESS.

01-5[-2022, TUYAR



W»« Bar] faeTerd .- 1, arg 91 R, R 7%‘*"

m KENDRIYA VIDYALAYA NO.1, AIR FORCE STATION, SIRSA aqana’laqa

Wmm

CYBER SECURITY AWARENESS

PROGRAM
MOBILE APPS SECURITY, UsB
STORAGE DEVICES SECURITY
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CYBER SECURITY AWARENESS

PROGRAM
MOBILE APPS SECURITY, UsB
STORAGE DEVICES SECURITY

What is Mobile App Security?

Mobile app security is a measure to
secure applications from external
threats like malware and other digital
frauds that risk critical personal and
financial information from hackers.

Mobile app
security has become equally important
in today’s world. A breach in mobile
security can not only give hackers
access to the user’s personal life in
real-time but also disclose data like
their current location, banking
information, personal information, and
much more.

06-J@T5-2022, §UAR
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CYBER SECURITY AWARENESS

PROGRAM
MOBILE APPS SECURITY, UsB
STORAGE DEVICES SECURITY

What is USB storage security?

Storage security is the group of
parameters and settings that make
storage resources available to

authorized users and trusted networks -
- and unavailable to other entities.
Storage security can encompass
hardware management, application
development, network security controls,
communications protocols,
organizational policy, physical security
and user behavior. ==

06-J@T5-2022, §UAR
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CYBER SECURITY AWARENESS

PROGRAM
MOBILE APPS SECURITY, UsB
STORAGE DEVICES SECURITY
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CYBER SECURITY AWARENESS
PROGRAM

DEBIT / CREDIT CARD FRAUD , EMAIL
SECURITY, MOBILE PHONE SECURITY.

Top mobile security threats

000=—X

Iale

I

Malware shi Lost or stolen Cross-app Unpatched
attacks devices data sharing 0Ses
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CYBER SECURITY AWARENESS

PROGRAM

DeBIT / CREDIT CARD FRAUD , EMAIL
SECURITY, MOBILE PHONE SECURITY.

Debit/Credit Card

A debit/ Credit card is a payment card that deducts
money directly from a consumer’s checking account
when it is used.

Email

Email Security Definition
security is a term for describing different

procedures and techniques for protecting email accounts,
content, and communication against unauthorized access,
loss or compromise. Email is often used to spread
malware, spam and phishing attacks.
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What is Mobile Security?
Mobile security, which refers to the protection of mobile devices
against cybersecurity threats, is a top-of-mind concern for today’s
companies due to the growing use of mobile devices for business
purposes. As remote workers access corporate data and
applications using untrusted mobile devices, companies require an
easy-to-use solution that protects their data without negatlvely

impacting employee product|V|ty
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What Is Debit Card Fraud?

Debit card fraud is when someone gets access to your debit card
number or PIN and makes unauthorized purchases or withdrawals
from your account. Here are some ways that debit card fraud might
occur:

A fraudster installs a card skimming device to a gas station fuel
pump, skims your debit card information and uses it to drain your
bank account.

A service or repair person finds old statements in your home, steals
your account number and racks up thousands of dollars in
fraudulent charges.

A thief distracts you while walking down a busy street, takes your
bookbag and uses the debit card in the bag to go on an online
shopping spree.

You get an email that links to a fraudulent retail store where your
debit card number is collected and used to commit fraud.

A data breach happens at your bank and hackers run off with your
personal data.

How to Prevent Debit Card Fraud

When it comes to protecting yourself from debit card fraud, the best offense is
defense. Staying on top of your accounts can help you quickly catch transactions
that look out of place so you can minimize your financial loss.

Here are steps you can take to protect yourself:

Review your statement each month. Online bank accounts typically offer a
transaction log where you can regularly review your purchases, but it's also
worthwhile to run through your statements each month to see if you missed any
unusual activity. If you find a questionable charge, be sure to contact your debit
card issuer immediately.

Keep statements in a safe place. Physical statements you decide to keep should
be put somewhere safe. Shred statements that you don't need.

Keep tabs on your debit cards. Since so many transactions today happen virtually
without an actual card swipe, you might not use your physical card on a daily
basis. Keep track of which wallet your cards are in so they don't fall into the
wrong hands. If you lose a card or think it may be stolen, report it right away.
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What is email security ?

s Email security is the process of ensuring the availability, integrity
and authenticity of email communications by protecting against the
risk of email threats.

+ Email enables billions of connected people and organizations to
communicate with one another to send messages. Email is at the
foundation of how the internet is used, and it has long been a target
for attacks.

% Since the earliest days of email, it has been abused and misused in
different ways with no shortage of email threats.

IMPROPER INSECURE
PLATFORM USAGE AUTHORIZATION
INSECURE POOR CODE
DATA STORAGE QUALITY
INSECURE OWASP CODE
COMMUNICATION MOBILE TOP 10 TAMPERING
INSECURE REVERSE
AUTHENTICATION ENGINEERING

EXTRANEOUS
FUNCTIONALITY

INSUFFICIENT
CRYPTOGRAPHY

03-3[T%d-2022, JUAR




i/ S faemer @.-1, aTg I e, R =

KENDRIYA VIDYALAYA NO.1, AIR FORCE STATION, SIRSA aﬁamﬂ?ﬂa

m“%mm

CYBER SECURITY AWARENESS

PROGRAM
REVIEWS FROM STUDENT’S

\‘1-




\%/
S\ i foremerd %.-1, O I R, R o=

w KENDRIVA VIDYALAYA NO.1, AIR FORCE STATION, SIRSA aﬂans’laqa

?ﬂ"&" MW oA

CYBER SECURITY AWARENESS
PROGRAM

Sfae w1 /shfSe SIS Urays!
I Aeh @ forY Tleh @




